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[A] Important Dates:
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Schedule of RFP

A.l

RFP Issuance Date

22.01.2025

A.2

RFP Co-ordinator Name &
Contact Details (Bank)

1. Mr. Amit Verma, Chief Manager (Information Security|
Department)

W N

. Contact No:- 022-67592742
. Email: amit.verma7@bankofbaroda.com

4. Postal Address: Bank of Baroda, Information Security
Department, Bank of Baroda, 5" floor , Baroda Sun
Tower, Bandra Kurla Complex, Bandra (E), Mumbai —
400051

A.3

Pre—Bid Meeting details

Pre-bid meeting will be held online through Bank’s
Online Meeting Platform (i.e. Microsoft Teams) on
31.01.2025 at 3:00 PM

Bidder to submit a maximum of -2- participant’s
names, contact numbers, designations and e-mail
IDs on amit.verma7@bankofbaroda.com by
29.01.2025 at 3:00 PM along with pre-bid
clarification.

Meeting invite Link will be sent by the Bank to
bidder's provided email IDs to join the Online
Meeting as per the schedule mentioned above.
Bidder representatives will have to click the Bank
provided link (provided in the e-mail) to join the
Online Pre-bid meeting.

A4

Last Date & Time
of Submission of bids

12.02.2025 at 3:00 PM
Mode: Online (On GeM portal)

A5

Eligibility Cum Technical
Bid Opening

12.02.2025 at 3:30 PM

The meeting will be held online through Bank’s
Online Meeting Platform (i.e. Microsoft Teams)
Bidder to submit a maximum of -2- participant’s
names, contact numbers, designations and e-mail
IDs on amit.verma7@bankofbaroda.co.com by
08.02.2025 for participation in bid opening.

Meeting invite Link will be sent by the Bank to
bidder's provided email IDs to join the Online
Meeting as per the schedule mentioned above.
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A.6 | Commercial Bid e The commercial bids of only those Bidders who
qualify in eligibility and technical evaluation will be
eligible for commercial evaluation.

A.7 | Application Money “Not Applicable”
A.8 | Bid Security (Earnest Rs. 7,50,000/- (Rupees Seven lacs and Fifty thousand
Money Deposit) Only)
A.9 | Mode of bid submission Mode: Online (On Government e Marketplace (GeM)
portal)

A.10| Support details of onling| helpdesk-gem@gov.in
portal facilitator 1800-419-3436 ; 1800-102-3436

[B] Important Clarifications:
Following terms are used in the document interchangeably to mean:

e Bank, BOB means ‘Bank of Baroda’

e BFSI means Banking, Financial services and Insurance

e DC Means Data Centre

e DR Means Data Recovery Centre

e EMD means Earnest Money Deposit

e MSP means Managed Service Provider of the Bank.

e NDA means Non-Disclosure Agreement

e NPV mean Net Present Value

e OEM means Original Equipment Manufacturer it also refers to Original
Software Developer (OSD)

e OTC means One Time Cost

e Proposal, Bid means “Response to the RFP Document”

e Recipient, Respondent, Bidder, means the respondent to the RFP document

e RFP means the Request For Proposal document

e Sl Means System Integrator

e SLA means Service Level Agreement

e SOP means Standard Operating Procedure

e SPOC means Single Point of Contact

e Tender means RFP response documents prepared by the bidder and
submitted to Bank of Baroda

e TCO means Total Cost of Ownership

¢ IS means Information Security

e SOC means Security Operations Centre

¢ IRR means Incident Response Retainer

¢ KRI means key risk indicator

¢ KPI means Key performance indicator

e KCI means key control indicator

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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Please note:

I. Any bidder from a country which shares a land border with India will be eligible to
bid in this tender only if the bidder is registered with the Competent Authority.

1. “Bidder” (including the term ‘tenderer’, ‘consultant’ or ‘service provider’ in certain
contexts) means any person or firm or company, including any member of a
consortium or joint venture (that is an association of several persons, or firms or
companies), every artificial juridical person not falling in any of the descriptions of
bidders stated hereinbefore, including any agency branch or office controlled by
such person, participating in a procurement process.

. “Bidder from a country which shares a land border with India” for the purpose of
this Order means: -

An entity incorporated, established or registered in such a country; or

b. A subsidiary of an entity incorporated, established or registered in such a
country; or

c. An entity substantially controlled through entities incorporated,
established or registered in such a country; or

An entity whose beneficial owner is situated in such a country; or
An Indian (or other) agent of such an entity; or
A natural person who is a citizen of such a country; or

@ - o o

A consortium or joint venture where any member of the consortium or joint
venture falls under any of the above

IV. The beneficial owner for the purpose of (iii) above will be as under:

1. In case of a company or Limited Liability Partnership, the beneficial owner is the
natural person(s), who, whether acting alone or together, or through one or more
juridical person, has a controlling ownership interest or who exercises control
through other means.

Explanation—

a. “Controlling ownership interest” means ownership of or entitlement to
more than twenty-five per cent, of shares or capital or profits of the company;

b. “Control” shall include the right to appoint majority of the directors or to
control the management or policy decisions including by virtue of their
shareholding or management rights or shareholders agreements or voting
agreements;

2. In case of a partnership firm, the beneficial owner is the natural person(s) who,
whether acting alone or together, or through one or more juridical person, has
ownership of entittement to more than fifteen percent of capital or profits of the
partnership;

3. In case of an unincorporated association or body of individuals, the beneficial
owner is the natural person(s), who, whether acting alone or together, or through

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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one or more juridical person, has ownership of or entittlement to more than fifteen
percent of the property or capital or profits of such association or body of
individuals;

4. Where no natural person is identified under (1) or (2) or (3) above, the beneficial
owner is the relevant natural person who holds the position of senior managing
official;

5.In case of a trust, the identification of beneficial owner(s) shall include
identification of the author of the trust, the trustee, the beneficiaries with fifteen
percent or more interest in the trust and any other natural person exercising
ultimate effective control over the trust through a chain of control or ownership.

V. An Agent is a person employed to do any act for another, or to represent another
in dealings with third person.

VI.The successful bidder shall not be allowed to sub-contract works to any contractor
from a country which shares a land border with India unless such contractor is
registered with the Competent Authority.

VIl.  For Bidders having Transfer of Technology (ToT) arrangement with entities
having beneficial ownership in land border sharing countries; following seven
technologies are considered as sensitive technologies:

1. Additive Manufacturing (e.g. 3D Printing)
2. Any equipment having electronic programmable components or autonomous
systems (e.g. SCADA systems)
Any technology used for uploading and streaming of data including
broadcasting, satellite communication etc.
Chemical Technologies
Biotechnologies including Genetic Engineering and Biological Technologies
Information and Communication Technologies
. Software
Debarment from bidding means (Refer 151 of GFR 2017):
1. A bidder shall be debarred if he has been convicted of an offence—
a) Under the Prevention of Corruption Act, 1988; or
b) The Indian Penal Code or any other law for the time being in force, for
causing any loss of life or property or causing a threat to public health as
part of execution of a public procurement contract.

2. A bidder debarred under sub-section (i) or any successor of the bidder shall
not be eligible to participate in a procurement process of any procuring entity
for a period not exceeding three years commencing from the date of
debarment. Department of Commerce (DGS&D) will maintain such list which
will also be displayed on the website of DGS&D as well as Central Public
Procurement Portal.

3. A procuring entity may debar a bidder or any of its successors, from
participating in any procurement process undertaken by it, for a period not
exceeding two years, if it determines that the bidder has breached the code of
integrity. The Ministry/Department will maintain such list which will also be
displayed on their website.

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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4. The bidder shall not be debarred unless such bidder has been given a
reasonable opportunity to represent against such debarment.
Confidentiality:
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This document is meant for the specific use by the Company / person/s interested to participate in the current tendering
process. This document in its entirety is subject to Copyright Laws. Bank of Baroda expects the vendors or any person
acting on behalf of the vendors strictly adhere to the instructions given in the document and maintain confidentiality of
information. The vendors will be held responsible for any misuse of information contained in the document, and liable
to be prosecuted by the Bank In the event that such a circumstance is brought to the notice of the Bank. By downloading
the document, the interested party is subject to confidentiality clauses.
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1. Introduction

Bank of Baroda is one of the largest Public Sector Bank (PSU) in India with a branch
network of over 8,200+ branches in India and 95+ branches/offices overseas
including branches of our subsidiaries, distributed in 15+ countries.

Bank of Baroda, a body corporate constituted under the Banking Companies
(Acquisition & Transfer of Undertakings) Act 1970, having its Corporate Office at
C-26, G-Block, Bandra Kurla Complex, Bandra East, Mumbai - 400051
(hereinafter referred to as the “Bank”) which expression unless repugnant to the
context or meaning thereof shall mean and include its successors and assigns,
intends to issue this RFP document, hereinafter called RFP, to eligible bidders,
hereafter called as ‘Bidders’, to participate in the competitive bidding for
engagement of Information security Consultant.

2. Project Overview

This Request for Proposal (RFP) document has been prepared solely for the purpose
of enabling Bank of Baroda (“the Bank”) to select a bidder for providing Information
security consultancy services. The Bank, for this purpose, invites proposal from
Bidders who are interested to participate in this RFP who fulfil the eligibility criteria
mentioned under Annexure 02 and also in a position to comply with scope of work
mentioned under section -3 below. Apart from the above the Bidder must also agree
to all our terms & conditions mentioned under this RFP. However, Bank reserve the
right to modify/ change the scope of work at any phase of this contract. The RFP
document is not recommendation, offer or invitation to enter into a contract,
agreement or any other arrangement, in respect of the services. The provision of the
services is subject to observance of selection process and appropriate
documentation being agreed between the Bank and any successful Bidder as
identified by the Bank, after completion of the selection process as detailed in this
document.

Information security department key domains:

Information security department, also known as CISO (Chief Information Security
Officer) office plays a crucial role in an organization by overseeing the design and
implementation of security measures to protect the organization's information assets.
Some key roles and responsibilities of the Information Security Department include:

1. Conducting vulnerability assessment & penetration testing to identify and
address security threats.

e VAPT of web applications, servers are conducted by dept. on periodic

basis to address vulnerabilities & emerging threats in the field of
Cyber Security.

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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Conducting internal risk assessment of IT systems, Bank Applications from
Information Security angle.

e Security risk assessment vertical carries out security assessment for
Bank’s new IT products and services. This sub-vertical identifies, assesses
and recommend implementation of key security controls in applications/IT
system along with focusing on preventing applications from security
defects and vulnerabilities.

Procurement, Implementation and management of Information security
technologies, such as SIEM (Security Information and Event management),
DAM (Database activity monitoring), WAF (Web application firewall), XDR
(Extended detection and response) etc.

e IS Project management sub-vertical performs assessment, evaluation,
procurement and implementation along with end-to-end project
management as per project roadmap and timelines.

e Solutions are deployed, fine-tuned and optimized as per project scope to
detect, identify, prevent and mitigate cyber-attacks.

e Post implementation of solution, hands-on training is provided to CSOC
team along with adequate knowledge-transfer and subsequently solution
is handed over to CSOC team for day-to-day security operations.

Monitoring and analysing security events and incidents to detect and respond
to security breaches (G-SOC operations)

» Cyber Security is being monitored and managed on 24X7X365 basis
by Cyber Security Operation Centre (CSOC) for monitoring active
threats in Bank’s environment.

» Various security solutions i.e NAC (Network access control), DLP
(data loss prevention), SIEM (Security Information and Event
management), DAM (Database activity monitoring), WAF (Web
application firewall),etc are implemented and acts as control to detect,
prevent and correct Information security incidents.

Providing security awareness training to employees to promote a culture of
Information security

Ensuring compliance with relevant regulations (RBI, Cert-In, NCIIPC etc),
compliance with applicable International regulations for Bank’s overseas
subsidiaries and territories, standards, and application of Industry best
practices.

» Governance and compliance sub-vertical ensures that security controls
deployed are adhering to ISMS standards and regulatory requirements.

» Sub-vertical is actively engaged in Compliance w.r.t domestic
regulators (RBI, Cert-IN, NCIIPC etc), applicable International
regulators (Bank has overseas branches, subsidiaries) and external
auditors, if any

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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7. Collaborating with other departments to integrate security measures into
business processes and IT systems.

8. Conducting incident response and forensic investigations in case of security
incidents.

9. Designing SCD (Secure configuration document) for different Bank system,
Operating system etc,

10.Conducting Red teaming exercise, Threat hunting.

11.Developing and implementing Information security related policies,
procedures, and guidelines

12.Other miscellaneous departmental process & activity not included above.

3. Scope of work:
3.1 Key Domain review & Gap analysis:

Bidder shall review and analyse process and operations of bank’s Information
security department sub-verticals. Some key high level expectation from bidder can
be summarised as follow:

e Bidder shall review and analyse risk assessment method, template, and
process. Post analysis, bidder shall suggest improvement, new template
or process, if required, to put bank’s risk assessment process at par with
Industry standards.

e Bidder should also align risk assessment process with specific risk
assessment framework i.e ISO 27005, 31000 etc.

e Bidder will also suggest improvement w.r.t third party vendor risk
assessment process and review of existing vendor risk assessment
format/template/Contracts/SLAs etc.

e Additionally, Risk assessment methodology, process should also be
defined for new emerging technology including but not limited to block
chain, Generative Al, Machine Learning, Metaverse, Quantum Computing
etc.

e Bidder shall review role and functionality of G-SOC tools and evaluate
efficiency and efficacy of these security solution in detecting, analysing and
mitigation of cyber-threats along with review of current security solution
deployment /coverage (with regards to domain coverage ex: network,
Endpoints, servers, mail and Cloud) and highlight gaps, if any in current
security posture.

e Bidder will create cyber incident scenarios, recommendation and recovery
procedure for various cyber threats applicable to banking industry
(Ransomware, data exfiltration etc.)

e Scope includes recommendation regarding requirement of new security
solution to further enhance security posture of organization by reducing
threat landscape.

e Bidder should review current training material and programme, periodicity,
scope, training audience, mode of training and evaluate if they cover

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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relevant topics, such as data protection, phishing awareness and password
security etc.

Post review, bidder should suggest or create methods, processes to
elevate efficiency and effectiveness of security awareness training.
Performance matrix should also be review and, if required, modified or
created to quantify the positive impact of awareness training in improving
security posture of organization.

Bank has Information Security Policy, Cyber Security Policy, CCMP (Cyber
Crisis Management Plan) and other 23 Standard and Guideline documents,
covering various aspects of Information Security. In addition, Bank has
ISMS framework documents as per 1ISO27001.

1. Bidder should review all policies, standard and guideline documents
concerning to Information security and perform a comprehensive
design-level gap assessment of its Information & Cyber Security
Policies and Procedures against the regulatory requirements i.e.
guidelines and mandates of RBI, SEBI, NCIIPC, Cert-In & other
regulators/government,

2. Scope will also include review and gap assessment of compliance
status of Bank’s overseas territories and subsidiaries with applicable
respective International regulators and their industry-leading
standards.

The scope shall also include creation of new and / or improvement, revision
in the existing documents / guidelines / checklists / control list/ dashboard
as per compliance with regulators / Government of India.

The scope shall include recommendation for discontinuation of policy,
standard, Guidelines with proper justification.

Create new Information & Cyber Security policy and procedure documents
as per latest regulatory guidelines and industry standards incorporating all
gaps identified.

The review shall be based on the newly released changes to legal,
statutory, regulatory and contractual requirements, significant security
incidents occurred, new vulnerabilities found in systems or processes,
security assessments, compliance reports, independent audits and
changes related to organizational infrastructure and adaption of new
technology. Some of the details are provided as below:

Changes in the standards and regulatory guidelines.

New regulatory guidelines on Cyber Security and compliance, various
regulatory guidelines and advisories from Cert-In, RBI, NCIIPC etc.
Secure Coding practices in view of latest technologies and threats

Data Encryption and Data leakage

Best security practices for 3rd party access and management

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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—

Information Security Standards e.g. ISO 27001

New threats and incidents like Ransom ware, data leakage/theft, Zero Day

attack, Advance Persistence Threat (APT) etc.

Secure encryption and hashing algorithms as per latest standards

Usage of Google Play Store or any other Store

Usage of WhatsApp

Virtual Private Network (VPN)

New IT applications / platforms in Bank and the environment — Social

Media, mobile devices, mobile insurance technology, Virtualization, Cloud,

BYOD, EMM, DLP, Hard Disk encryption etc.

m. Mobile computing, Mobile threats, Mobile applications (latest technology
and usage)

n. Cloud environment — Public, Private and Hybrid Cloud

Q@

Bidder shall conduct discussion with relevant stakeholders to understand each
domain functions, process. Perform a design-level assessment for each domain
determine the current status of the dept. function and process and identify non-
conformities and the associated information security risks.

This exercise (review of Information security department activities & operations)
iS one time activity.

Gap assessment, Recommendation & Reporting

Bidder will assess and review key domain activities undertaken by Information
Security Department and will provide a detailed gap assessment report with
recommendations and remediation plan for process improvement and alignment with
best industry practices. A comprehensive detailed list of key activities will be provide
to successful bidder for assessment and review.

High level Deliverables:

a. Comprehensive gap assessment report including the identified gaps and
recommendations.

b. Review of IS governance structure and recommendation for improving
efficiency and effectiveness including development of KPIs, KRIs, KClIs etc.

c. Alignment of department activities and process with International
framework i.e. NIST cyber-security 2.0 framework etc.

d. Benchmarking of Bank’s Cyber security posture with peers PSB Banks as
wells as private sector banks.

e. Methods and procedure to calculate bank’s cyber risk in monetary terms
by using international risk quantification models (FAIR model etc.)

f. Competency mapping of IS dept. bank staff with suitable recommendation
to bridge the gap, if any including training, certification, knowledge transfer
and staff realignment.

g. Service provider will also submit the Executive Summary Report.

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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h. Map the observations identified as part of the gap analysis with the planned
initiatives of the Bank.

I. Agree on the recommendations with relevant stakeholders.

J. Develop a prioritized implementation roadmap with timelines post
discussion with the stakeholders.

k. Compliance check on actions taken to attend identified gaps &
recommendations and publication of final closure report.

I. Any other requirement that may be felt by Bank during the course of Gap
assessment and review.

3.2Incident Response Retainer services:

Bank is keen to engage with an experienced Vendor to provide Incident Response
Retainer Services to the Bank.

Incident identification:

Bank on its own discretion can refer suspicious activity/events to IRR service provider
for further analysis and probable classification to cyber security incident.

Bank will provide all relevant application/device logs, files, snapshot and other data
needed for analysis and validation.

The Service provider should have dedicated 24 * 7* 365 days support facility and
should start the Incident Response within one Hour of reporting of alert from the Bank.
Upon confirmed cyber incident, the IR analyst should immediately start working on
preliminary information submitted by the Bank.

The IR analyst should be at onsite location of breach, if required, as per following
timelines

Within India-Tierl Cities, metropolitan city, State capitals — within 12 hrs
Within India- Location other than as mentioned above — within 24 hrs

Failure to fulfil agreed-upon timelines/service levels will result in penalties @ one man
hour cost for each hour delay in providing IRR services.

Containment:

IR (incident response) team will work to contain the incident to prevent the further
damage to IT assets. This may involve, and not limited to, isolating affected systems,
disconnecting them from the network, or shutting them down.

The vendor should help the Bank to contain the Cyber Security Incident and to
eliminate components (Malware, Threat actor) of the Cyber Security Incident.

The vendor should assist the Bank in identifying and mitigating all vulnerabilities that
were exploited by the Threat Actor.

Analysis:

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)
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Vendor will analyse the incident to determine the scope, cause, and extent of the
damage. The IR team may further gather and examine evidence, interview witnesses,
and use forensic tools to identify the attacker and their methods.

The vendor should restore the attacked system/ operations to normal state and
should ensure that the systems are functioning normally and remediate vulnerabilities
to prevent similar incidents.

The vendor should be able to perform investigation on different technologies, assets
inclusive of all technologies, applications, devices residing in Bank’s IT Ecosystem
and the various resources required during the investigation should be scalable.

Eradication:

This phase involves removing the threat and restoring affected systems to their
original state. For example, this may involve deleting malware, applying software
patches, recommendation of closing vulnerability, exploit used by the threat actor to
gain access to the network or restoring from backups. It should be made sure that
eradication of threat is to be carried out without disruption to the business.

Recovery/monitoring:

In this phase, the incident response team will work to restore normal business
operations and ensure that all systems are functioning properly. This shall also
involve conducting user awareness training, updating policies and procedures, and
reviewing incident response plans. The bidder should perform continuous monitoring
of the network/IT infra for the agreed period of time based on the severity of incident
in order to make sure that there is no remanence of the threat actor left in the network.

Reporting & lesson learned:

Provide Threat Briefing with Executive Board Members/ senior management/security
committee as applicable. Co-ordination with Bank’s IT officials, assist in reporting and
notification to Regulatory and statutory authorities, Law Enforcement Agencies,
Bank’s Public Relations &. Social Media Department, Human Resource Department,
News publication etc.

Root cause analysis of the incident for corrective actions to be submitted to Bank for
improvements in robustness and resilience in Cyber Security posture of Bank’s IT
infrastructure

Lesson learned, for improvement in Incident Response capabilities of the Bank. The
incident response team should conduct a post incident review to identify what worked
well and what could be improved for future incidents. The IR team must give inputs
to update Bank’s incident response plan and suggest action plan for implementing
necessary changes.
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3.3Table top exercise:

3.3.1 Purpose of table top exercises is to understand the roles and responsibilities of
the support team, response priorities, and order of events, roles of the various plans,
communication requirements, and the role and use of the tools at the team’s disposal.
Participants also learn how to react to various scenarios, verify procedures and
determine what is missing from plans.

Service provider will also conduct table top exercises and attack simulations that
involves testing the process outlined in cyber crisis management plan and to ensure
that team members know their roles and responsibilities. This activity will be
conducted by service provider once in a quarter or as per requirement from Bank.

3.3.2 In addition to this, service provider will also provide table top exercise/simulation
exercise to Bank’s Top management/ Board members etc. upon the request from the
bank. Bidder will create detailed plan that includes the realistic scenario, objectives,
roles and responsibilities as part of cyber crisis management.

Failure to provide table top exercise in stipulated time will result in penalty @ 5
percent of table top exercise cost per day.

Service provider need to provide cost for table top exercise 3.3.1 & 3.3.2 separately
in commercial bid annexure - 11.

Note: Service provider will be engaged for a period of -02- years from the date of
issuance of purchase order for activity no. (3.2) & (3.3).

4. Contract period

The Contract with selected Bidder will be for a period of -2- (two) years starting from
date of the Purchase Order and may be extended on Bank’s discretion. The contract
will be deemed completed only when all the services are provided and accepted by
the Bank as per the requirements of the contract executed between the Bank and
successful bidder. After completion of contract period, Bank may extend the contract
further period on mutually agreed terms & conditions.

5. Pre-Qualification for Submission of Bid

Bidders satisfying the eligibility conditions (mentioned in Annexure - 02) and General
terms and conditions specified in this document and ready to provide the said
“Solution” in conformity with Scope of Work stipulated in Section -3-, may submit their
bid through Government E-Marketplace (GeM) portal on or before the time line
stipulated in the [A] Important Dates.

Bids submitted by any other means other than bid submission on GeM portal will not
be accepted by the Bank.

6. Bid Security (Earnest Money Deposit)

Bidders are required to give an earnest money deposit of an amount as mentioned in
“[A] Important Dates” at the time of submission of the technical bid. The proof of same
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is to be submitted while opening of eligibility cum technical bid, failing of which the bid
of the concerned bidder may be rejected. Bid Security (Earnest Money Deposit)” shall
be paid through electronic mode or a Bank Guarantee (Annexure 06 — Bid Security
Form) of an equal amount issued by a Commercial Bank (other than Bank of Baroda)
located in India. This bid-security is valid for 8 months and to be submitted through
the electronic mode to the below mention account. The details of the account are as
under.

v' Account Number-29040400000417
v' Account Name - Bank of Baroda
v" Branch- BKC, Mumbai

v IFSC- BARBOBANEAS.

Non-submission of Earnest Money Deposit in the format prescribed in RFP will lead
to outright rejection of the Offer. The EMD of unsuccessful bidders will be returned to
them on completion of the procurement process. The EMD (Earnest Money Deposit)
of successful bidder(s) will be returned on submission of Performance Bank
Guarantee / security deposit.

The amount of Earnest money deposit would be forfeited in the following scenarios:

a) In case the bidder withdraws the bid prior to validity period of the bid for any
reason whatsoever.
b) In case of the successful bidder, if the bidder fails or refuses to accept and sign
the contract as specified in this document within 1 month of issue of contract
order/letter of intent for any reason whatsoever; or
» Fail To provide the performance guarantee within 30 days from the
purchase order date, for any reason whatsoever.
» To comply with any other condition precedent to signing the contract
specified in the RFP documents.

Unsuccessful Bidder’s - Bid security money deposit or bank guarantee will be
returned by the Bank within two weeks from closure of the RFP. No interest shall be
paid on Bid security money deposit to unsuccessful Bidders.

Exemption for application money and EMD amount - Exemption from submission
of EMD and application money shall be given to bidders, who are Micro & Small
Enterprises (MSESs) / Startups. The bidders who are MSEs have to submit necessary
document issued by NSIC and the bidders who are startups have to be recognized
by Department for Promotion of Industry and Internal Trade (DPIIT) to avail the
exemption. To qualify for EMD and tender cost exemption, firms should necessarily
enclose a valid copy of registration certificate issued by NSIC/DPIIT which are valid
on last date of submission of the tender documents along with "Bid Security
Declaration" (Annexure 05) accepting that if they withdraw or modify their bids during
period of validity etc., they will be suspended for the time specified in the tender
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documents. MSEs/Startup firms which are in the process of obtaining NSIC
certificate/ DPIIT will not be considered for EMD and Tender cost exemption.

Since RFP is being floated on GeM Portal, Bid Security related exemptions as
specified in Section xiii, Sub-section 'm' of GeM GTC are applicable as the case may
be.

7. Preference to Make in India initiative

Government has issued Public Procurement (Preference to Make in India) [PPPMII]
Order 2017 vide the Department for Promotion of Industry and Internal Trade (DPIIT)
Order No0.P-45021/2/2017-B.E.-1l dated 15.06.2017 and subsequent revisions vide
Order No. 45021/2/2017-PP (BE-Il) dated 16-9-2020 to encourage ‘Make in India’ and
to promote manufacturing and production of goods, services and works in India.

Preference will be given with the criteria laid down by Bank and as per procedures
laid down in Public Procurement (Preference to Make in India) order 2017, revision
dated 16/09/2020 vide order P-45021/2/2017-PP (BE — 1) dated 16-9-2020 issued by
GOl.

In case the bidder wishes to avail preference to make in India order 2017 in public
procurement as applicable, bidder shall:

o Provide auditor certificate along with self-certification of ‘Local content’ where
‘Local content’ means the amount of value added in India as a percentage of
total value in percentage.

o Comply with Make in India (MIl) condition towards “Local Supplier” for Cyber
Security Products as defined in the Annexure | & Il of the notification vide ref.
no. File no.1(10)/2017-CLES by MelTY/ GOI dated 06-12-2019 and submit
relevant documents.

The guidelines under PPP-MII order and subsequent revisions as mentioned above
shall be applicable subject to bidder submitting with Class-I/Class-II local content
certificate for the quoted product.

8. Performance Guarantee

The successful Bidder shall provide a Performance Guarantee within 30 days from
the date of receipt of the order or signing of the contract whichever is earlier in the
format as provided in Annexure - 12 to the extent of 5% of the Contract value for the
entire period of the contract plus 3 months and such other extended period as the
Bank may decide for due performance of the project obligations. The guarantee
should be of that of a nationalized Bank or schedule commercial bank only, other than
Bank of Baroda.

In the event of non-performance of obligation or failure to meet terms of this Tender
or subsequent agreement the Bank shall be entitled to invoke the performance
guarantee without notice or right of demur to the Bidder.

The Bank reserves the right to recover any dues payable by the selected Bidder from
any amount outstanding to the credit of the selected Bidder, including the pending
bills and/or invoking Performance Guarantee, if any, under this contract.

Request for Proposal for engagement of Information Security Consultant (GEM/2025/B/5843425)

Bank of Baroda Page 18 of 101




%J d 3iith @51gT  Bank of Baroda

TRUSTED TODAY | TRANSFORMING TOMORROW

If the Performance guarantee is not submitted within the stipulated time, the Bank
reserves the right to cancel the order / contract and the earnest money deposit taken
from the Bidder, will be forfeited.

9. Project Timeline
Dept. operations review and Gap analysis:

The high level deliverables expected from the vendor are as mentioned below
however low level deliverables will be finalized with successful bidder (refer to the
Scope of work section -3-). The vendor also need to provide phase wise, role wise
and application wise (if applicable) resource man-day projection along with their
technical proposal:

Project Timeline starts from the date of acceptance of purchase order.

Sg' Milestone Activity Duration

1. Review of each domain procedures,
activity.
2. Review of existing Policy, SOP,

1 Phase-1 standards etc. 1.5 Month
3. Publication of draft Gap
assessment.
1. Final Gap assessment &
Recommendation.
2. Assessment / Amendments /
Review / Preparation of new Policy,

) Phase -2 SOP, standards, Guidelines. 1.5 Month
*3. Compliance check on action taken
to attend identified Gaps and
recommendations.
4. Publication of final closure report.

#* In case of, action needed to close identified gaps is pending due to the bank’s
dependencies, such gaps can be highlighted with proper comments while submitting
Final closure report.

Bidder will have to pa